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Objective:

Utilize DKL to construct a kernel covariance function from
the output capsule feature representations to provide:

1) Robustness to Adversarial Examples
2) Detection of Adversarial Examples
3) End-to-end training of CapsNet with marginal likelihood

Reconstruction Network

mechanism to detect when inputs are corrupted [right column; KCN (L2)]. Solid
and dashed lines represent white and black box attacks, respectively.

Adversarial Example Detection Results (AUC)

White Box Black Box White Box Black Box' White Box Black Box

CapsNet (L2) 0.8616  0.8344 0.8907  0.8813 0.8073  0.7992
KCN (L2) 0.9072  0.9160 0.9266  0.9229 0.8915  0.9350
KCN (Entropy) 0.7806  0.7134 0.7935  0.8132 0.7062  0.7843
KCN-GP (Entropy)  0.8860  0.8631 0.5688  0.6758 0.7580  0.6844
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